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• Never share private passwords with those who are not authorised 
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• All laptops must have antivirus / firewall protection and current application / operating��

system patches installed.

• These applications / settings / procedures should not be tampered with or��

circumvented.

• Never access, insert, or connect to college systems any disks, USB drives, or other��

storage media of unknown origin.

• Arrange for a locked case to carry mobile devices. Laptops must be stored in locked��

cases while in transit.

• Mobile devices are to be kept under your control 
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• Facilitate the use of shared password databases, security cables, and portable��

hotspots, such as Mi-Fi equipment for users if required.

• Develop a written plan to handle malware infections, lost or stolen devices, and��

device decommissioning and replacement procedures.

• Establish an on-call or after-hours method for users to communicate device mishaps,��

such as theft or malware infection.

• Enforce encrypted storage mechanisms on mobile devices if the potential exists for��

the device to save, cache, or even temporarily store organisation data. This should��

entail at minimum 128-bit encrypted storage (AES is recommended). This includes��

external USB flash drives and internal storage cards. Where possible, whole disk��

encryption should be employed. 

• When a mobile device is to be decommissioned, remove any required encryption,��
VPN, and antimalware licensing from the user’s device. Also confirm that the user’s��
device does not contain any traces of protected, sensitive, corporate, or proprietary��
information and delete any such data remaining on the device.

• Remotely wipe a device if it has been lost or the employee has been terminated and��
has not brought their device to the IT department for decommissioning. 

Acknowledgment of Mobile Device Computing Guidelines 

This form is used to acknowledge receipt of and compliance with the company’s Mobile 

Device Computing guidelines. 

Procedure 

Complete the following steps: 

1. Read the Mobile Device Computing guidelines.

2. Sign and date in the spaces provided.

3. Return a copy of this signed document to the Human Resources (HR) department.

Signature 

Your signature attests that you agree to the following terms: 

I. I have received and read a copy of the Mobile Device Computing guidelines and I
understand and agree to the same.




