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Acceptable Use Policy 

This Acceptable Usage Policy covers the s
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All individuals are ac
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The IT department has implemented centralised automated virus detection with Cloud Based 
software updates. All PCs have antivirus software installed to detect and remove any viruses 
automatically. Any suspected breaches of viruses, malware or any suspect activity can be reported 
using the Working Men’s College incident reporting process.  

   
Individuals must not:   

   
• Remove or disable anti-virus software.   
• Attempt to remove virus-infected files or clean up an infection, other than by the use of 

approved Working Men’s College anti-virus software and procedures.   
  
Telephony (Voice) Equipment Conditions of Use   

   
Use of Working Men’s College voice equipment is intended for business use. Individuals must not 
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Team including making sure all users have the right to access data shared within the Team; 
and the conversations reflect the Working Men’s College policies, Data Protection Law and any 

relevant Data Sharing Agreements and contracts. Individuals can also invite users external to 
the college to join a Team. Their access is limited, and they cannot create, delete, or edit 
channels. It is important to be mindful, that once they join the Team, they can see all Chats, 
conversations and files shared within the Team channels to which they have access, including 
historic chats and information.   

• Send sensitive and special category data via Teams chat messages. 
• Invite anyone to a Team meeting. Team meeting Invites should be sent by the Team owner or 

organiser. Inviting externals to a meeting or call is permitted as long as they have been 
authorised to join, it is the organiser’s responsibility to ensure any contents of the discussion 
and any files are appropriate for them to access.  

• Record users and participants without being informed. When recording a Teams meeting, 
interview, conversation, training session, lesson or video exam the Individual must inform users 
and participants that a recording is being made and understand: 

o What the recording and transcript is for as well as how it will be used. 
o Who will have access to the recording. 
o How long it will be kept.  

This information should be added to the agenda or invitation for meetings, as it’s not always 

clear in Teams for example that a recording is taking place (unless stated explicitly). When 
saving recordings into M365 it is the Individuals responsibility to ensure that it is not shared with 
everyone or allow everyone in the company to access it – only authorised users and groups 
should have access. Any recordings that contain personal / sensitive information should be only 
kept for as long as necessary. When uploading recordings onto M365 Stream, it is the 
Individuals / owners responsibility to ensure that correct permissions are set so that only 
authorised users and groups are able to view the video (by default when a user uploads a video 
to M365 Stream, “Allow everyone in your company to view this video” is checked). 

 
Actions upon Termination of Contract   

   
All Working Men’s College equipment and data, for example laptops and mobile devices including 
telephones, smartphones, USB memory devices and CDs/DVDs, must be returned to Working Men’s 
College at termination of contract.    
   
All Working Men’s College data or intellectual property developed or gained during the period of 

employment remains the property of WorĀሸ
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Any monitoring will be carried out in accordance with audited, controlled internal processes, the UK 
Data Protection Act 1998, the Regulation of Investigatory Powers Act 2000, and the 
Telecommunications (Lawful Business Practice Interception of Communications) Regulations 2000.  

This policy must be read in conjunction with: 

• Computer Misuse Act 1990
• Data Protection Act 1998
• EU GDPR (European Union General Data Protection Regulation) - enforceable May 2018

It is your responsibility to report suspected near miss incidents or breaches of security 

policy without delay to your line management, the IT department, or the IT helpdesk.    

All breaches of information security policies will be investigated. Where investigations 

reveal misconduct, disciplinary action may follow in line with Working Men’s College 

disciplinary procedures. 


